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» Lifting of Defense Trade
Commerce Responds to Russia’s Attempts to Annex Parts of Ukraine Restrictions on

WASHINGTON, D.C. - Today, the Commerce Department’s Bureau of Industry and

Security (BIS) took swift and severe action in coordination with U.S. government o Putin Calls up Reservists
partners to hold Russia accountable for its unlawful attempt to annex sovereign Amid Ukraine War Setbacks
Ukrainian territory. Today, Commerce issued a rule that adds 57 entities located in

Russia and the Crimea region of Ukraine to the Entity List for supporting the Russian

military’s brutal assault on Ukraine. In the wake of Russia’s violation of international siseftlementigreements
law, Commerce is also publishing new guidance which sends a clear warning that the D isgehatmert
United States’ export controls on Russia can be applied to entities in third countries CUALOUCET (0L

that seek to provide material support for Russia’s and Belarus’s military and industrial
sectors, including to replenish (“backfill”) technologies and other items prohibited by
the United States and the 37 allies and partners that have implemented substantially
similar controls.

« United Nations Security
Council Ministerial Meeting

“Russia’s attempts to illegally annex Ukrainian territory are a grotesque violation of Sibresident Biden Beforeithe
Ukraine’s sovereignty and a blatant effort to manufacture a false reality. This phony 7ithisessionjof thelUnited
act to legitimize the invasion cannot stand,” said Under Secretary of Commerce for Nations

Industry and Security Alan Estevez. “We are also further clamping down on entities that
are seeking to support Russia’s military effort—inside and outside of Russia—and will
continue to coordinate with our allies and partners to continue to cut Russia off further

from the technologies and other items it needs to sustain its war effort.”
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“Russia’s sham referendums and attempts at illegally
annexing Ukrainian territory demonstrate the lengths
that Putin will go to try to find ways to justify his illegal
war,” said Assistant Secretary of Commerce for Export
Administration Thea D. Rozman Kendler. “The United
States and our partners and allies remain resolute in
opposing this brutal, unjustified assault and BIS will
continue to take action to deny Putin’s regime and
those that support it access to global commerce.”

The full list of entities is included in the text of the rule
released today and is available on the Federal Register’s
website here. The rule becomes effective upon
publication in the Federal Register, which is September
30, 2022.

Today’s actions bring the number of entities added to
the Entity List for activities related to Russia’s invasion
of Ukraine to 392 and will continue BIS’s powerful,
coordinated efforts to cut Russia’s military off from
global commerce and thereby severely limit its ability to
sustain its aggression and project power.

The 57 entities being added today are being added for a
variety of activities contrary to U.S. national security
and foreign policy interests, including acquiring or
attempting to acquire U.S.-origin items in support of
Russia’s military. Some are also being added for their
involvement in the development of quantum computing
technologies, which would further enable Russia’s
malicious cyber activities or are otherwise important to
Russia in developing advanced production and
development capabilities.

Fifty of the fifty-seven entities will also be subject to
the Russia/Belarus Military End User Foreign Direct
Product (FDP) Rule which impose severe restrictions on
these entities’ access to certain foreign-produced items.

Additional Background

These BIS actions were taken under the authority of the
Export Control Reform Act of 2018 and its implementing
regulations, the EAR.

The Entity List (supplement no. 4 to part 744 of the
EAR) identifies entities for which there is reasonable
cause to believe, based on specific and articulable
facts, that the entities—including businesses, research
institutions, government and private organizations,
individuals, and other types of legal persons—that have
been involved, are involved, or pose a significant risk of
being or becoming involved in activities contrary to the
national security or foreign policy of the United States.
Parties on the Entity List are subject to individual
licensing requirements and policies supplemental to

those found elsewhere in the EAR.

Additional information on the Entity List is available on
BIS’s website at: https://bis.doc.gov/index.php/policy-

guidance/fags

Information About the Department of
Justice's China Initiative and a Compilation
of China-Related Prosecutions Since 2018

Last Updated November 19, 2021
Background

About 80 percent of all economic espionage
prosecutions brought by the U.S. Department of Justice
(DOJ) allege conduct that would benefit the Chinese
state, and there is at least some nexus to China in
around 60 percent of all trade secret theft cases.

The Department of Justice’s China Initiative reflects the
strategic priority of countering Chinese national security
threats and reinforces the President’s overall national
security strategy. The Initiative was launched against
the background of previous findings by the
Administration concerning China’s practices. In March
2018, the Office of the U.S. Trade Representative
announced the results of an investigation of China’s
trade practices under Section 301 of the Trade Act of
1974. It concluded, among other things, that a
combination of China’s practices are unreasonable,
including its outbound investment policies and
sponsorship of unauthorized computer intrusions, and
that “[a] range of tools may be appropriate to address
these serious matters.”

In June 2018, the White House Office of Trade and
Manufacturing Policy issued a report on “How China’s
Economic Aggression Threatens the Technologies and
Intellectual Property of the United States and the
World,” documenting “the two major strategies and
various acts, policies, and practices Chinese industrial
policy uses in seeking to acquire the intellectual
property and technologies of the world and to capture
the emerging high- technology industries that will drive
future economic growth.”

In addition to identifying and prosecuting those engaged
in trade secret theft, hacking, and economic espionage,
the Initiative focuses on protecting our critical
infrastructure against external threats through foreign
direct investment and supply chain compromises, as
well as combatting covert efforts to influence the
American public and policymakers without proper
transparency.

The China Initiative is led by the Department’s National
Security Division (NSD), which is responsible for
countering nation-state threats to the United States.
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China Initiative Leadership and Steering Committee Members

The National Security Division
U.S. Attorney, Northern District of California
Assistant Attorney General, Criminal Division

Executive Assistant Director, National Security
Branch, FBI

U.S. Attorney, Northern District of Texas
U.S. Attorney, Eastern District of New York
U.S. Attorney, District of Massachusetts
U.S. Attorney, Northern District of Alabama

Components of Initiative: The Attorney General set the
following goals for the Initiative:

Identify priority trade secret theft cases, ensure that
investigations are adequately resourced, and work to
bring them to fruition in a timely manner and
according to the facts and applicable law;

Develop an enforcement strategy concerning non-
traditional collectors (e.g., researchers in labs,
universities and the defense industrial base) that are
being coopted into transferring technology contrary
to U.S. interests;

Educate colleges and universities about potential
threats to academic freedom and open discourse from
influence efforts on campus;

Apply the Foreign Agents Registration Act to
unregistered agents seeking to advance China’s
political agenda, bringing enforcement actions when
appropriate;

Equip the nation’s U.S. Attorneys with intelligence
and materials they can use to raise awareness of
these threats within their Districts and support their
outreach efforts;

Implement the Foreign Investment Risk Review
Modernization Act (FIRRMA) for DOJ (including by
working with Treasury to develop regulations under
the statute and prepare for increased workflow);
Identify opportunities to better address supply chain
threats, especially those impacting the
telecommunications sector, prior to the transition to
5G networks;

Identify Foreign Corrupt Practices Act (FCPA) cases
involving Chinese companies that compete with
American businesses;

Increase efforts to improve Chinese responses to
requests under the Mutual Legal Assistance
Agreement (MLAA) with the United States; and
Evaluate whether additional legislative and
administrative authorities are required to protect our
national assets from foreign economic aggression.

November 5, 2021

Jury Convicts Chinese Officer of Espionage Crimes,
Attempting to Steal Trade Secrets

A federal jury today convicted Yanjun Xu, a Chinese
national and Deputy Division Director of the Sixth
Bureau of the Jiangsu Province Ministry of State
Security,
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of conspiring to and attempting to commit economic
espionage and theft of trade secrets. The defendant is the
first Chinese intelligence officer to be extradited to the
United States to stand trial.

September 24, 2021

Huawei CFO Wanzhou Meng Admits to Misleading Global
Financial Institution

The Chief Financial Officer of Huawei Technologies Co. Ltd.,
Wanzhou Meng, 49, of the People’s Republic of China (PRC),
appeared in federal district court in Brooklyn, to enter into a
deferred prosecution agreement (DPA) and was arraigned on
charges of conspiracy to commit bank fraud and conspiracy
to commit wire fraud, bank fraud and wire fraud.

July 19, 2021

Four Chinese Nationals Working with the Ministry of State
Security Charged with Global Computer Intrusion Campaign
Targeting Intellectual Property and Confidential Business
Information, Including Infectious Disease Research

The Department unsealed an indictment which charged four
PRC nationals, three of whom were officers in the PRC’s
Ministry of State Security (MSS), with participating in a wide-
ranging global computer intrusion campaign targeting
infectious disease research, among other things. The
unsealing was followed by a global condemnation of
malicious PRC cyber activities by the European Union and
other countries.

May 14, 2021

University Researcher Sentenced to Prison for Lying on
Grant Applications to Develop Scientific Expertise for
China

Following his November 2020 guilty plea, an Ohio man and
rheumatology professor and researcher with strong ties to
China was sentenced to 37 months in prison for making false
statements to federal authorities as part of an immunology
research fraud scheme. As part of his sentence, Zheng was
also ordered to pay more than $3.4 million in restitution to
the National Institute of Health (NIH) and approximately
$413,000 to The Ohio State University.

April 28, 2021

Chinese National Pleads Guilty to lllegal Exports to
Northwestern Polytechnical University

A Chinese national pleaded guilty to charges in connection
with causing the illegal export of $100,000 worth of U.S.
origin goods to Northwestern Polytechnical University
(NWPU), a Chinese military university that is heavily involved
in military research. He was sentenced on Sept. 9 to two
years in prison.
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April 22, 2021

Ph.D. Chemist Convicted of Conspiracy to Steal Trade
Secrets, Economic Espionage, Theft of Trade Secrets and
Wire Fraud

Following her February 2019 indictment and a twelve-day
trial, Dr. Xiaorong You, aka Shannon You, 59, of Lansing,
Michigan, was convicted of conspiracy to commit trade secret
theft, conspiracy to commit economic espionage, possession of
stolen trade secrets, economic espionage, and wire fraud. She
is scheduled to be sentenced in April 2022.

April 21, 2021

Mathematics Professor and University Researcher Indicted
for Grant Fraud

A federal grand jury in Carbondale, Ill. returned an indictment
charging a mathematics professor and researcher at Southern
Illinois University - Carbondale (SIUC) with two counts of wire
fraud and one count of making a false statement. A status
report is due to the court by March 29, 2022.

April 20, 2021

Hospital Researcher Sentenced to Prison for Conspiring to
Steal Trade Secrets and Sell to China

Following his December 2020 guilty plea, an Ohio man was
sentenced to 33 months in prison for conspiring to steal
exosome-related trade secrets concerning the research,
identification and treatment of a range of pediatric medical
conditions.

April 13, 2021

Justice Department Announces Court-Authorized Effort to
Disrupt Exploitation of Microsoft Exchange Server
Vulnerabilities

The Department announced it had conducted a court-
authorized operation to remove malicious web shells from
hundreds of vulnerable computers in the United States running
on-premises versions of MS Exchange software.

March 5, 2021

California Man Sentenced for lllegally Exporting Cesium
Atomic Clocks to Hong Kong

A California man was sentenced in federal court for illegally
exporting cesium atomic clocks to Hong Kong. A U.S. District
Court Judge sentenced the individual to time served and three
years of supervised release.
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These web shells had been placed on victim servers by cyber
actors employed by or associated with the PRC government,
which could have used the web shells to maintain and escalate
persistent, unauthorized access to U.S. networks.

March 5, 2021

California Man Sentenced for lllegally Exporting Cesium
Atomic Clocks to Hong Kong

A California man was sentenced in federal court for illegally
exporting cesium atomic clocks to Hong Kong. A U.S. District
Court Judge sentenced the individual to time served and three
years of supervised release.

February 26, 2021

Chinese Businessman Charged With Conspiring To Steal
Trade Secrets

A Chinese businessman was indicted for conspiring to steal
General Electric’s (GE) trade secrets involving the company’s
silicon carbide MOSFET technology worth millions of dollars.

February 3, 2021

Former University of Florida Researcher Indicted for
Scheme to Defraud National Institutes of Health and
University of Florida

A former University of Florida (UF) professor, researcher and
resident of China has been indicted for fraudulently obtaining
$1.75 million in federal grant money from the National
Institutes of Health (NIH). The former UF professor is accused
of concealing support he received from the Chinese
government and a company that he founded in China to profit
from that research. Yang traveled to China in August of 2019
and has yet to return to the United States.

February 1, 2021

Hospital Researcher Sentenced to Prison for Conspiring to
Steal Trade Secrets, Sell Them in China

A former hospital researcher, Li Chen, was sentenced to 30
months in prison following her July 2020 guilty plea, for
conspiring to steal American research concerning the
identification and treatment of a range of pediatric medical
conditions. The convicted received benefits from the Chinese
government in exchange for trade secrets, and will forfeit
approximately $1.25 million in punitive fees, 500,000 shares of
stock, and $2.6 million in restitution as part of her sentence.
Co-defendant and husband Yu Zhou pleaded guilty in
December 2020 and was sentenced in April 2021 to 33
months' imprisonment, $10,000 fine, and restitution in the
amount of $2,616,087.00 to be paid jointly with co-defendant,
Li Chen.
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January 29, 2021

Chinese National Charged with Criminal Conspiracy to
Export U.S. Power Amplifiers to China

An indictment was unsealed against a 45-year-old national of
the People’s Republic of China, charging the man with
participating in a criminal conspiracy to violate U.S. export
laws by shipping U.S. power amplifiers to China.

January 20, 2021

MIT Professor Indicted on Charges Relating to Grant Fraud

A professor and researcher at Massachusetts Institute of
Technology (MIT) was indicted by a federal grand jury in
connection with failing to disclose contracts, appointments
and awards from various entities in the People’s Republic of
China (PRC) to the U.S. Department of Energy.

December 18, 2020

China-Based Executive At U.S. Telecommunications
Company Charged With Disrupting Video Meetings
Commemorating Tiananmen Square Massacre

A telecommunications employee allegedly participated in a
scheme to disrupt a series of meetings in May and June 2020
held to commemorate the Tiananmen Square massacre in the
People’s Republic of China. A federal court in Brooklyn
charged with conspiracy to commit interstate harassment and
unlawful conspiracy to transfer a means of identification.

October 29, 2020

Chinese Energy Company, U.S. Oil & Gas Affiliate and
Chinese National Indicted for Theft of Trade Secrets

A federal grand jury returned an indictment alleging corporate
entities conspired to steal technology from a Houston-area oil
& gas manufacturer. The defendant remains wanted by the
FBI for purported theft of trade secrets.

October 28, 2020

Taiwan Company Pleads Guilty to Trade Secret Theft in
Criminal Case Involving PRC State-Owned Company

Pursuant to a 2018 indictment. United Microelectronics
Corporation, Inc. (UMC), a Taiwan semiconductor foundry,
pleaded guilty to criminal trade secret theft and was
sentenced to pay a $60 million fine, in exchange for its
agreement to cooperate with the government in the
investigation and prosecution of its co-defendant, a Chinese
state-owned-enterprise.
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October 28, 2020

Eight Individuals Charged With Conspiring to Act as lllegal
Agents of the People’s Republic of China

A complaint and arrest warrants were unsealed in federal
court in Brooklyn charging eight defendants with conspiring to
act in the United States as illegal agents of the People’s
Republic of China (PRC). The defendants, allegedly acting at
the direction and under the control of PRC government
officials, conducted surveillance of and engaged in a campaign
to harass, stalk, and coerce certain residents of the United
States to return to the PRC as part of a global,l repatriation
effort known as “Operation Fox Hunt.”

A superseding indictment filed in July 2021 added charges
and another defendant.

October 9, 2020

Singaporean National Sentenced to 14 Months in Prison for
Acting in the United States As an lllegal Agent of Chinese

Intelligence

Jun Wei Yeo, aka Dickson Yeo, was sentenced in federal court
to 14 months in prison. Yeo pleaded guilty on July 24, 2020 to
acting within the United States as an illegal agent of a foreign
power without first notifying the Attorney General.

September 21, 2020

New York City Police Department Officer Charged with
Acting As an lllegal Agent of the People’s Republic of China

A criminal complaint charged Baimadajie Angwang, 33, a New
York City Police Department officer and U.S. Army reservist,
with acting as an illegal agent of the People’s Republic of
China (PRC) as well as committing wire fraud, making false
statements and obstructing an official proceeding.

September 16, 2020

Seven International Cyber Defendants, Including “Apt41”
Actors, Charged In Connection With Computer Intrusion
Campaigns Against More Than 100 Victims Globally

In August 2019 and August 2020, a federal grand jury in
Washington, D.C., returned two separate indictments charging
five computer hackers, all of whom were residents and
nationals of the People’s Republic of China (PRC), with
computer intrusions affecting over 100 victim companies in
the United States and abroad, including software development
companies, computer hardware manufacturers,
telecommunications providers, social media companies, video
game companies, non-profit organizations, universities, think
tanks, and foreign governments, as well as pro-democracy
politicians and activists in Hong Kong.
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September 16, 2020

Jacksonville Woman Pleads Guilty to Attempting to lllegally
Exporting Maritime Raiding Craft and Engines to China

Yang Yang, 34, of Jacksonville, one of four defendants
indicted in November 2019, pleaded guilty to conspiring to
submit false export information; to fraudulently export to
China maritime raiding craft and engines; and to attempting
to fraudulently export that equipment. On Sept. 15, 2020,
Yang Yang was sentenced to time-served, or the equivalent of
14 months’ imprisonment. Co-defendant Ge Songtao

was sentenced to three years and six months in prison in July
2021. In November 2021, co-defendant Fan Yang

was convicted by a federal jury of conspiracy and lying during
security clearance background investigations. Fan Yang is
scheduled to be sentenced on March 16, 2022.

September 15, 2020

Former Employee At Los Alamos National Laboratory
Sentenced To Probation For Making False Statements About
Being Employed By China

Turab Lookman, 68, of Santa Fe, New Mexico, was sentenced
on Sept. 11 to five years of probation and a $75,000 fine for
providing a false statement to the Department of Energy.
Lookman is not allowed to leave New Mexico for the term of
his probation.

August 24, 2020

NASA Researcher Arrested for False Statements and Wire
Fraud in Relation to China’s Talents Program

A criminal complaint has been unsealed today, charging
Zhengdong Cheng, 53, of College Station, Texas, for
conspiracy, making false statements and wire fraud. He was
subsequently charged by indictment on Sept. 17, 2020 and is
scheduled to go to trial on April 4, 2022.

August 17, 2020

Former CIA Officer Arrested and Charged with Espionage

Alexander Yuk Ching Ma, 67, a former Central Intelligence
Agency (CIA) officer, was arrested on Aug. 14, 2020, on a
charge that he conspired with a relative of his who also was a
former CIA officer to communicate classified information up to
the Top-Secret level to intelligence officials of the People’s
Republic of China (PRC). The Criminal complaint containing
the charge was unsealed this morning.

August 6, 2020

Company President and Employee Arrested in Alleged
Scheme to Violate the Export Control Reform Act

Chong Sik Yu, aka Chris Yu, and Yunseo Lee were arrested and
charged with conspiring to unlawfully export dual-use

(*Continued On The Following Column)

electronics components, in violation of the Export Control
Reform Act, and to commit wire fraud, bank fraud, and money
laundering.

July 21, 2020

Two Chinese Hackers Working with the Ministry of State
Security Charged with Global Computer Intrusion Campaign
Targeting Intellectual Property and Confidential Business
Information, Including COVID-19 Research

A federal grand jury in Spokane, Washington, returned an
indictment charging two hackers, both nationals and residents
of the People’s Republic of China, with hacking into the
computer systems of hundreds of victim companies,
governments, non-governmental organizations, and individual
dissidents, clergy, and democratic and human rights activists in
the United States and abroad.The defendants in some instances
acted for their own personal financial gain, and in others for
the benefit of the MSS or other Chinese government agencies.
The defendants remain wanted by the FBI.

June 26, 2020

Chinese Citizen Convicted of Economic Espionage, Theft of
Trade Secrets, and Conspiracy

Hao Zhang, 41, of China, was found guilty of economic
espionage, theft of trade secrets, and conspiring to commit
both offenses today, announced the Department of

Justice. The ruling was handed down by the Honorable Edward
J. Davila, U.S. District Judge, following a four-day bench trial.
He was sentenced to 18 months in prison in September 2020.

June 17, 2020

Team Telecom Recommends that the FCC Deny Pacific Light
Cable Network System’s Hong Kong Undersea Cable
Connection to the United States

Team Telecom recommended to the Federal Communications
Commission (FCC), based on national security concerns, that
the FCC partially deny the Pacific Light Cable Network (PLCN)
subsea cable system application, to the extent it seeks a direct
connection between the United States and Hong Kong.

June 9, 2020

Harvard University Professor Indicted on False Statement
Charges

The former Chair of Harvard University’s Chemistry and
Chemical Biology Department was indicted on charges of
making false statements to federal authorities regarding his
participation in China’s Thousand Talents Program. Dr. Charles
Lieber, 61, was arrested on Jan. 28, 2020 and charged by
criminal complaint. A superseding indictment, returned in July
2020, further charged Lieber with tax offenses for allegedly
failing to report income he received from Wuhan University of
Technology (WUT).

(*Continued On The Following Page)



May 11, 2020

University of Arkansas Professor Arrested for Wire Fraud

Simon Saw-Teong Ang, 63, of Fayetteville, Arkansas, was
arrested on Friday, May 8, 2020, on charges related to wire
fraud. The complaint charges that Ang had close ties with the
Chinese government and Chinese companies and failed to
disclose those ties when required to do so in order to receive
grant money from NASA. In July 2020, he was additionally
charged via indictment with multiple counts of wire fraud and
passport fraud.

May 11, 2020

Former Emory University Professor and Chinese “Thousand
Talents” Participant Convicted and Sentenced for Filing a
False Tax Return

On May 8, 2020, Dr. Xiao-Jiang Li, 63, of Atlanta, Georgia,
pleaded guilty to a criminal information charging him with
filing a false tax return. Dr. Li, a former Emory University
professor and Chinese Thousand Talents Program participant,
worked overseas at Chinese universities and did not report any
of his foreign income on his federal tax returns.

April 9, 2020

Executive Branch Agencies Recommend the FCC Revoke and
Terminate China Telecom’s Authorizations to Provide
International Telecommunications Services in the United
States

Executive Branch agencies unanimously recommended the
Federal Communications Commission (FCC) revoke and
terminate China Telecom (Americas) Corp.’s authorizations to
provide international telecommunications services to and from
the United States. China Telecom is the U.S. subsidiary of a
People’s Republic of China (PRC) state-owned
telecommunications company.

March 17, 2020

Hayward Resident Sentenced to Four Years for Acting as an
Agent of the People’s Republic of China

Charged in September 2019, Xuehua (Edward) Peng, aka
Edward Peng, was sentenced yesterday to 48 months in prison
and ordered to pay a $30,000 fine for acting as an agent of the
People’s Republic of China’s Ministry of State Security (MSS) in
connection with a scheme to conduct pickups known as “dead
drops” and transport Secure Digital (SD) cards from a source in
the United States to the MSS operatives in China.

March 10, 2020

Former West Virginia University Professor Pleads Guilty to
Fraud That Enabled Him to Participate in the People’s
Republic of China’s “Thousand Talents Plan”
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Dr. James Patrick Lewis, of Fairview, West Virginia, admitted
to a fraud charge involving West Virginia University. Lewis,
54, pleaded guilty to a one-count information charging him
with “Federal Program Fraud.” In July 2017, Lewis entered a
contract of employment with the People’s Republic of China
through its “Global Experts 1000 Talents Plan.” These talent
programs seek to lure overseas talent and foreign experts to
bring their knowledge and experience to China and reward
individuals for stealing proprietary information.

February 27, 2020

Chinese National Sentenced for Stealing Trade Secrets

Worth $1 Billion

A former associate scientist was sentenced to 24 months in
federal prison in federal court for stealing proprietary
information worth more than $1 billion from his employer, a
U.S. petroleum company.

February 13, 2020

Chinese Telecommunications Conglomerate Huawei and
Subsidiaries Charged in Racketeering Conspiracy and
Conspiracy to Steal Trade Secrets

A superseding indictment was returned in Brooklyn, New
York, charging Huawei Technologies Co. Ltd., the world’s
largest telecommunications equipment manufacturer, and
two U.S. subsidiaries with conspiracy to violate the Racketeer
Influenced and Corrupt Organizations Act (RICO). The original
indictment against Huawei for financial fraud was filed in
January 2019.

February 11, 2020

American Businessman Who Ran Houston-Based Subsidiary
of Chinese Company Sentenced To Prison for Theft of
Trade Secrets

The head of a Houston-based company that was the
subsidiary of a Chinese company that developed stolen trade
secrets was sentenced to 16 months in prison and ordered to
forfeit more than $330,000 in the District of Columbia.

February 10, 2020

Chinese Military Personnel Charged with Computer Fraud,
Economic Espionage and Wire Fraud for Hacking into Credit
Reporting Agency Equifax

A federal grand jury in Atlanta returned an indictment
charging four members of the Chinese People’s Liberation
Army (PLA) with hacking into the computer systems of the
credit reporting agency Equifax and stealing Americans’
personal data and Equifax’s valuable trade secrets.

January 28, 2020

Harvard University Professor and Two Chinese Nationals
Charged in Three Separate China Related Cases
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The Department announced charges against three individuals in
connection with aiding the People’s Republic of China. For
more information on these individuals, see entries on Dr.
Charles Lieber, Yanqing Ye and Zaosong Zheng.

January 28, 2020

Cancer Researcher from China Charged with Smuggling and
False Statements After Being Caught at the Airport with
Twenty-one Vials of Stolen Biological Research Material

Zaosong Zheng, 30, a Chinese national, was arrested at
Boston’s Logan International Airport, and charged by criminal
complaint with attempting to smuggle twenty-one vials of
biological research to China. Zheng was later indicted on one
count of smuggling goods from the United States and one count
of making false, fictitious or fraudulent statements.

He pleaded guilty to making false statements in December
2020 and was sentenced to time served in January 2021.

December 19, 2019

Department of Justice Reaches $5.5 Million Settlement with
Van Andel Research Institute to Resolve Allegations of
Undisclosed Chinese Grants to Two Researchers

The Department of Justice announced today that Van Andel
Research Institute (VARI) has agreed to pay $5,500,000.00 to
resolve allegations that it violated the False Claims Act by
submitting federal grant applications and progress reports to
the National Institutes of Health (NIH), in which VARI failed to
disclose Chinese government grants that funded two VARI
researchers. The settlement further resolves allegations that,
in a December 2018 letter, VARI made certain factual
representations to NIH with deliberate ignorance or reckless
disregard for the truth regarding the Chinese grants.

November 22, 2019

Former CIA Officer Sentenced for Conspiracy to Commit
Espionage

A former Central Intelligence Agency (CIA) case officer was
sentenced to 19 years in prison for conspiring to communicate,
deliver and transmit national defense information to the
People’s Republic of China.

November 21, 2019

Chinese National Who Worked at Monsanto Indicted on
Economic Espionage Charg

Haitao Xiang, 42, formerly of Chesterfield, Missouri, was
indicted \by a federal grand jury on one count of conspiracy to
commit economic espionage, three counts of economic
espionage, one count of conspiracy to commit theft of trade
secrets, and three counts of theft of trade secrets. According
to the indictment, Xiang was selected to be a member of a
Chinese government Talent Plan, and, within a year, quit his
job, and sought to take proprietary farming software to China.
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November 14, 2019

Two Former Executives of the China Subsidiary of a Multi-
Level Marketing Company Charged for Scheme to Pay
Foreign Bribes and Circumvent Internal Accounting Controls

The former head of the Chinese subsidiary of a publicly traded
international multi-level marketing company and the former
head of the external affairs department of the Chinese
subsidiary of the same company were charged for their roles
in a scheme to violate the anti-bribery and the internal
control provisions of the Foreign Corrupt Practices Act (FCPA).

October 18, 2019

Chinese National Sentenced to 40 Months in Prison for
Conspiring to lllegally Export Military- and Space-Grade
Technology from the United States to China

Tao Li, a 39-year-old Chinese national, was sentenced to 40
months in prison, followed by three years of supervised
release after pleading guilty to conspiring to export military
and space-grade technology to the People’s Republic of China
without a license, in violation of the International Emergency
Economic Powers Act (IEEPA), which makes certain
unauthorized exports illegal.

September 24, 2019

Former Intelligence Officer Convicted of Attempted
Espionage Sentenced to 10 Years in Federal Prison

Ron Rockwell Hansen, 60, of Utah, a former Defense
Intelligence Agency officer, who pleaded guilty to attempting
to communicate, deliver, defense of the United States to the
People’s Republic of China, was sentenced to 10 years in
federal prison.

August 21, 2019

University of Kansas Researcher Indicted for Fraud for
Failing to Disclose Conflict of Interest with Chinese

University

Feng “Franklin” Tao, an associate professor at Kansas
University, was indicted on federal charges for concealing the
fact he was a full-time employee for Fuzhou University, in
China, while doing research at KU that was funded by the U.S.
government. Jury trial continued from December 2021, with a
new date to be determined.

July 11, 2019

Newly Unsealed Federal Indictment Charges Software
Engineer with Taking Stolen Trade Secrets to China

Xudong Yao, aka William Yao, a software engineer at a
suburban Chicago locomotive manufacturer, was charged with
nine counts of theft of trade secrets for allegedly stealing
proprietary information from the company and taking it to
China.
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July 9, 2019

Former State Department Employee Sentenced for
Conspiring with Chinese Agents

Candace Marie Clairborne, a former employee of the U.S.
Department of State, was sentenced to 40 months in prison,
three years of supervised release, and a fine of $40,000.
Clairborne was found guilty of conspiracy to defraud the
United States by lying to law enforcement and background
investigators, and hiding her extensive contacts with, and
gifts from, agents of the People’s Republic of China, which
were provided in exchange for internal documents from the
U.S. State Department.

July 2, 2019

Electrical Engineer Convicted of Conspiring to lllegally
Export to China Semiconductor Chips with Missile Guidance

Applications

Yi-Chi Shih, an electrical engineer, was found guilty of
multiple criminal charges, including a scheme to illegally
obtain integrated circuits with military applications that were
later exported to China without the required export license.
After a six-week trial, Shih was found guilty of conspiracy to
violate the International Emergency Economic Powers Act, a
federal law that makes certain unauthorized exports illegal.
He was sentenced to over five years in prison in July 2021.

May 17, 2019

Former CIA Officer Sentenced to Prison for Espionage

Former U.S. Intelligence officer Kevin Patrick Mallory was
convicted under the Espionage Act for conspiracy to transmit
national defense information to an agent of the People’s
Republic of China. He was sentenced to 20 years in prison
followed by five years of supervised release.

May 9, 2019

Member of Sophisticated China-Based Hacking Group
Indicted for Series of Computer Intrusions, Including 2015
Data Breach of Health Insurer Anthem Inc. Affecting Over
78 Million People

A federal grand jury returned an indictment charging a
Chinese national as part of an extremely sophisticated
hacking group operating in China and targeting large
businesses in the United States, including a computer
intrusion and data breach of Indianapolis-based health insurer
Anthem Inc.

April 23, 2019

Former GE Engineer and Chinese Businessman Charged
with Economic Espionage and Theft of GE’s Trade Secrets

An indictment charged Xiaoging Zheng and Zhaoxi Zhang with
economic espionage and conspiring to steal
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General Electric’s (GE) trade secrets relating to its turbine
technology, knowing and intending that the stolen trade secrets
would be used to benefit the People’s Republic of China. The
14-count indictment alleged Zheng, while employed at GE
Power & Water, exploited his access by stealing multiple
electronic files and transferring them to Zhang, his business
partner in China. Jury trial is set to begin in March 2022.

April 17, 2019

Former Manager for International Airline Pleads Guilty to Acting
as an Agent of the Chinese Government

Ying Lin, a former manager with an international air carrier
headquartered in the People’s Republic of China, pleaded guilty
to acting as an agent of the PRC, without prior notification to
the Attorney General. Lin transported packages from John F.
Kennedy International Airport to the PRC at the orders of the
Chinese military officers, in violation of Transportation Security
Administration regulations. Lin was subsequently sentenced to
probation in December 2019.

January 28, 2019

Chinese Telecommunications Device Manufacturer and its
U.S. Affiliate Indicted for Theft of Trade Secrets, Wire Fraud,
and Obstruction of Justice

A 10-count indictment, unsealed in the Western District of
Washington, charged Huawei Device Co., Ltd. and Huawei
Device Co. USA with theft of trade secrets conspiracy,
attempted theft of trade secrets, seven counts of wire fraud,
and one count of obstruction of justice. The indictment details
Huawei’s alleged efforts to steal trade secrets from T-Mobile
USA and then obstruct justice when T-Mobile threatened to sue
Huawei in U.S. District Court.

December 20, 2018

Two Chinese Hackers Associated with the Ministry of State
Security Charged with Global Computer Intrusion Campaigns
Targeting Intellectual Property and Confidential Business
Information

The Southern District of New York unsealed an indictment
charging Chinese nationals Zhu Hua and Zhang Shilong with
conspiracy to commit computer intrusions, conspiracy to
commit wire fraud, and aggravated identity theft. As alleged,
the defendants, through their involvement in a hacking group
associated with the Chinese Ministry of State Security, from
2006 to in or about 2018, conducted global campaigns of
computer intrusions targeting, among other data, intellectual
property and confidential business and technological
information at managed service providers, which are companies
that remotely manage the information technology
infrastructure of businesses and governments around the world,
including in the United States.



Lifting of Defense Trade Restrictions on
the Republic of Cyprus for Year 2023

Secretary of State Antony J. Blinken determined and
certified to Congress that the Republic of Cyprus has
met the necessary conditions under relevant legislation
to allow the approval of exports, re-exports, and
transfers of defense articles to the Republic of Cyprus
for fiscal year 2023. Compliance with the conditions is
assessed on an annual basis. As a result of this
determination and certification, the Secretary lifted the
defense trade restrictions for the Republic of Cyprus for
fiscal year 2023. The International Traffic in Arms
Regulations will be amended to reflect the new policy,
effective October 1, 2022.

The Eastern Mediterranean Security and Energy
Partnership Act of 2019 and the National Defense
Authorization Act for FY 2020 require that the policy of
denial for exports, re-exports, or transfers of defense
articles on the United States Munitions List to the
Republic of Cyprus remain in place unless the President
determines and certifies to the appropriate
congressional committees not less than annually that the
Government of the Republic of Cyprus is continuing to
cooperate with the United States government in efforts
to implement reforms on anti-money laundering
regulations and financial regulatory oversight, and that
the Government of the Republic of Cyprus has made and
is continuing to take the steps necessary to deny Russian
military vessels access to ports for refueling and
servicing. In accordance with both Acts, the Department
reviews compliance with the Acts annually.

Putin Calls up Reservists Amid Ukraine War
Setbacks, Backs Annexation Plans in
Occupied Areas

Vowing to press ahead with annexation plans, Russian
President Vladimir Putin ordered a partial military
mobilization. He said the war in Ukraine would
continue — and made a threatening reference to
Russia’s nuclear arsenal. The war’s main goals, he
said — “the liberation of the entire territory of
Donbas — have been and remain unchanged.”

Settlement Agreements between the U.S.
Department of the Treasury’s Office of
Foreign Assets Control and CA Indosuez

Switzerland S.A., and CFM Indosuez Wealth

The U.S. Department of the Treasury’s Office of Foreign
Assets Control (OFAC) today announced a settlement with
CA Indosuez Switzerland S.A. (“CAIS”), an indirect
subsidiary of Credit Agricole Corporate and Investment
Bank located in Switzerland that specializes in wealth
management and corporate and investment

banking. CAIS agreed to remit $720,258 to settle its
potential civil liability for apparent violations of sanctions
against Cuba, Ukraine-related, Iran, Sudan, and

Syria. CAIS operated U.S. dollar (USD) banking and
securities accounts on behalf of 17 individual customers
located in sanctioned jurisdictions and conducted USD
business on behalf of these customers through the U.S.
financial system, including through U.S. correspondent
banks and U.S. registered brokers or dealers in securities.

Separately, OFAC today announced a settlement with
CFM Indosuez Wealth (“CFM”), an indirect subsidiary of
Credit Agricole Corporate and Investment Bank located in
Monaco that specializes in wealth management and
corporate and investment banking. CFM agreed to remit
$401,039 to settle its potential civil liability for apparent
violations of sanctions against Cuba, Iran, and Syria. CFM
operated U.S. dollar (USD) banking and securities
accounts on behalf of 11 individual customers located in
sanctioned jurisdictions and conducted USD business on
behalf of these customers through the U.S. financial
system, including through U.S. correspondent banks and
U.S. registered brokers or dealers in securities.

For more information, please visit the following web
notice for the CA Indosuez Switzerland S.A. matter and
the following web notice for the CFM Indosuez Wealth
matter.

For more information on this specific action, please visit
this page.
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Secretary Antony J. Blinken at the United
Nations Security Council Ministerial Meeting
on Ukrainian Sovereignty and Russian
Accountability

Remarks

Antony J. Blinken, Secretary of State

United Nations Headquarters
New York, New York
September 22, 2022

SECRETARY BLINKEN: (Via interpreter) Thank you
very much, Madam President, for having brought this
council together at this very grave moment of the
crisis of the war of Russia on Ukraine.

(In English) Mr. Secretary General, thank you for your
determination and the moral clarity that you’ve
brought to ending this brutal war and defending the
UN’s core principles, and also for your personal
engagement in securing the vital Black Sea route for
grain to flow once again from Ukraine.

Mr. Khan, we’re grateful for the efforts of the Office
of the Prosecutor to investigate objectively and
professionally the atrocities being committed in
Ukraine by Russian forces, and for its support for - and
coordination with - Ukrainian investigators and
prosecutors.

We hear a lot about the divisions among countries at
the United Nations. But recently, what is striking is
the remarkable unity among member-states when it
comes to Russia’s war on Ukraine. Leaders from
countries developing and developed, big and small,
north and south have spoken in the General Assembly
about the consequences of this war and the need to
end it. And they’ve called on all of us to reaffirm our
commitment to the UN Charter and its core principles,
including sovereignty, territorial integrity, human
rights.

Even a number of nations that maintain close ties with
Moscow have said publicly that they have serious
questions and concerns about President Putin’s ongoing

invasion.

Rather than change course, however, President Putin
has doubled down - choosing not to end the war but to
expand it; not to pull troops back but to call 300,000
additional troops up;
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not to ease tensions but to escalate them through the
threat of nuclear weapons; not to work toward a
diplomatic solution but to render such a solution
impossible by seeking to annex more Ukrainian territory
through sham referenda.

That President Putin picked this week, as most of the
world gathers at the United Nations, to add fuel to the
fire that he started, shows his utter contempt for the
UN Charter, for the General Assembly, and for this
council.

The very international order that we have gathered
here to uphold is being shredded before our eyes. We
cannot - we will not - allow President Putin to get away
with it.

Defending Ukraine’s sovereignty and territorial integrity
is about much more than standing up for one nation’s
right to choose its own path, fundamental as that right
is. It’s also about protecting an international order
where no nation can redraw the borders of another by
force.

If we fail to defend this principle when the Kremlin is so
flagrantly violating it, we send a message to aggressors
everywhere that they can ignore it, too. We put every
country at risk. We open the door to a less secure, a
less peaceful world.

We see what that world looks like in the parts of
Ukraine controlled by Russian forces. Wherever the
Russian tide recedes, we discover the horror that’s left
in its wake.

I had a window into that horror myself when | traveled
to Irpin just a few weeks ago to meet with the
Ukrainian investigators who are compiling evidence of
war crimes committed there. | saw up close the gaping
holes left in residential buildings by Russian shelling -
indiscriminate at best, intentional at worst.

As we assemble here, Ukrainian and international
investigators continue to exhume bodies outside of
Izyum, a city Russian forces controlled for six months
before they were driven out by a Ukrainian
counteroffensive. One site contains some 440
unmarked graves. A number of the bodies unearthed
there so far reportedly show signs of torture, including
one victim with broken arms and a rope around his
neck.

Survivors’ accounts are also emerging, including a man
who described being tortured by Russian forces for a
dozen days, during which his interrogators repeatedly
electrocuted him and, in his words, and | quote, “beat
me to the point where | didn’t feel anything,” end
quote.
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These are not the acts of rogue units. They fit a clear
pattern across the territory controlled by Russian
forces.

This is one of the many reasons that we support a
range of national and international efforts to collect
and examine the mounting evidence of war crimes in
Ukraine. We must hold the perpetrators accountable
for these crimes.

It’s also one of the reasons why more than 40 nations
have come together to help the Ukrainian people
defend themselves, a right that is enshrined in Article
51 of the United Nations Charter.

The more setbacks Russian forces endure on the
battlefield, the greater the pain they are inflicting on
Ukrainian civilians. Russian attacks on dams, on
bridges, on power stations, on hospitals, on other
civilian infrastructure are increasing, constituting a
brazen violation of international humanitarian law.

This week, President Putin said that Russia would not
hesitate to use, and | quote, “all weapons systems
available,” end quote, in response to a threat to its
territorial integrity, a threat that is all the more
menacing given Russia’s intention to annex large
swaths of Ukraine in the days ahead. When that’s
complete, we can expect President Putin will claim any
Ukrainian effort to liberate this land as an attack on
so-called “Russian territory.”

This from a country that in January of this year, in this
place, joined other permanent members of the
Security Council in signing a statement affirming that,
and | quote, “nuclear war can never be won and must
never be fought.” Yet another example of how Russia
violates the commitments it’s made before this body,
and yet another reason why nobody should take Russia
at its word today.

Every council member should send a clear message
that these reckless nuclear threats must stop
immediately.

Russia’s effort to annex more Ukrainian territory is
another dangerous escalation, as well as a repudiation
of diplomacy.

It is even more alarming when coupled with the
filtration operation that Russian forces have been
carrying out across parts of Ukraine that they
control. Now, this is a diabolical strategy, violently
uprooting thousands of Ukrainians, bus in Russians to
replace them, call a vote, manipulate the results to
show near unanimous support for joining the Russian
Federation. This is right out of the Crimea playbook.
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As with Crimea, it’s imperative that every member of
this council, and for that matter, every member of
the United Nations reject the sham referenda and
unequivocally declare that all Ukrainian territory is
and will remain part of Ukraine, and no Russian claim
to annex territory can take away Ukraine’s right to
defend its own land.

Putin’s invasion is also distracting this council - in
fact, the entire UN system - from working on the
serious issues that we all want to focus on. Like
preventing a climate catastrophe, aiding tens of
millions of people on the brink of famine, fulfilling
the 2030 Agenda for Sustainable Development,
shoring up our interconnected health security - all
issues that make a tangible difference in the lives of
the citizens that we are here to represent, and that
they are looking to us - looking to us to deliver on.

The overwhelming majority of UN member-states are
committed to working together on these issues, and
our actions show that.

Yet while more than a hundred countries have signed
on to a roadmap to provide food aid to those who
need it, and partners across Africa, Asia, the
Americas, and Europe are working together to
increase the resilience of global food systems, Russia
for months blocked the export of Ukrainian grain to
the world, until the United Nations and Turkey
secured a deal to let the grain go. And Russia
continues to bomb and seize Ukrainian farms and
silos, line its wheat fields with landmines, raising the
cost of food for people everywhere.

And while governments around the world are teaming
up with international organizations, with the private
sector, with philanthropies to end this pandemic and
make sure that we’re better prepared for the next
one, Russia is spreading misinformation and
disinformation about WHO-approved vaccines -
fueling vaccine hesitancy that puts people in all our
countries at greater risk.

Here is the reality: None of us chose this war. Not

the Ukrainians, who knew the crushing toll it would
take. Not the United States, which warned that it

was coming and worked to prevent it. Not the vast
majority of countries at the United Nations.

And neither did our people, or the people of virtually
every UN member-state, who are feeling the war’s
consequences in greater food insecurity and higher
energy prices.
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Nor did the Russian mothers and fathers whose
children are being sent off to fight and die in this
war, or the Russian citizens who continue to risk their
freedom to protest against it, including those who
came out into the streets of Moscow after President
Putin announced his mobilization to chant, “Let our
children live!”

Indeed, it must be asked: How has this aggression
against Ukraine by President Putin improved the lives
or prospects of a single Russian citizen?

One man chose this war. One man can end it.

Because if Russia stops fighting, the war ends. If
Ukraine stops fighting, Ukraine ends.

That’s why we will continue to support Ukraine as it
defends itself, and strengthen its hand to achieve a
diplomatic solution on just terms at a negotiating
table. As President Zelenskyy has said repeatedly,
diplomacy is the only way to end this war. But
diplomacy cannot and must not be used as a cudgel to
impose on Ukraine a settlement that cuts against the
UN Charter, or rewards Russia for violating it.

President Putin is making his choice. Now it’s up to
all of our countries to make ours.

Tell President Putin to stop the horror that he
started. Tell him to stop putting his interests above
the interests of the rest of the world, including his
own people. Tell him to stop debasing this council
and everything it stands for.

“We the people][s] of the United Nations
determined...” That is how the preamble of the UN
Charter starts. Let’s not forget that “we the
peoples” still get to choose the fate of this institution
and our world. The stakes are clear. The choice is
ours. Let’s make the right choice for the world that
we want and that our people so desperately

deserve. Thank you.

Remarks by PRESIDENT BIDEN BEFORE THE 77TH
SESSION OF THE UNITED NATIONS
General Assembly

September 21, 2022

United Nations Headquarters
New York, New York

11:08 A.M. EDT
THE PRESIDENT: Thank you.

Mr. President, Mr. Secretary-General, my fellow
leaders, in the last year, our world has experienced
great upheaval: a growing crisis in food insecurity;
record heat, floods, and droughts; COVID-19;
inflation; and a brutal, needless war — a war chosen
by one man, to be very blunt.

Let us speak plainly. A permanent member of the
United Nations Security Council invaded its neighbor,
attempted to erase a sovereign state from the map.

Russia has shamelessly violated the core tenets of the
United Nations Charter — no more important than the
clear prohibition against countries taking the territory
of their neighbor by force.

Again, just today, President Putin has made overt
nuclear threats against Europe and a reckless
disregard for the responsibilities of the non-

proliferation regime. Now Russia is calling — calling
up more soldiers to join the fight. And the Kremlin is
organizing a sham referenda to try to annex parts of
Ukraine, an extremely significant violation of the U.N.
Charter.

This world should see these outrageous acts for what
they are. Putin claims he had to act because Russia
was threatened. But no one threatened Russia, and
no one other than Russia sought conflict.

In fact, we warned it was coming. And with many of
you, we worked to try to avert it.

Putin’s own words make his true purpose
unmistakable. Just before he invaded, Putin asserted
— and | quote — Ukraine was “created by Russia” and
never had, quote, “real statehood.”

And now we see attacks on schools, railway stations,
hospitals, wa- — on centers of Ukrainian history and
culture.

In the past, even more horrifying evidence of Russia’s
atrocity and war crimes: mass graves uncovered in
Izyum; bodies, according to those that excavated
those bodies, showing signs of torture.
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This war is about extinguishing Ukraine’s right to
exist as a state, plain and simple, and Ukraine’s
right to exist as a people. Whoever you are,
wherever you live, whatever you believe, that
should not — that should make your blood run cold.

That’s why 141 nations in the General Assembly
came together to unequivocally condemn Russia’s
war against Ukraine. The United States has
marshaled massive levels of security assistance and
humanitarian aid and direct economic support for
Ukraine — more than $25 billion to date.

Our allies and partners around the world have
stepped up as well. And today, more than 40
countries represented in here have contributed
billions of their own money and equipment to help
Ukraine defend itself.

The United States is also working closely with our
allies and partners to impose costs on Russia, to
deter attacks against NATO territory, to hold Russia
accountable for the atrocities and war crimes.

Because if nations can pursue their imperial
ambitions without consequences, then we put at risk
everything this very institution stands

for. Everything.

Every victory won on the battlefield belongs to the
courageous Ukrainian soldiers. But this past year,
the world was tested as well, and we did not
hesitate.

We chose liberty. We chose sovereignty. We chose
principles to which every party to the United
Nations Charter is beholding. We stood with
Ukraine.

Like you, the United States wants this war to end on
just terms, on terms we all signed up for: that you
cannot seize a nation’s territory by force. The only
country standing in the way of that is Russia.

So, we — each of us in this body who is determined
to uphold the principles and beliefs we pledge to
defend as members of the United Nations — must be
clear, firm, and unwavering in our resolve.

Ukraine has the same rights that belong to every
sovereign nation. We will stand in solidarity with
Ukraine. We will stand in solidarity against Russia’s
aggression. Period.

Now, it’s no secret that in the contest between
democracy and autocracy, the United States — and
I, as President — champion a vision for our world
that is grounded in the values of democracy.
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The United States is determined to defend and
strengthen democracy at home and around the

world. Because | believe democracy remains humanity’s
greatest instrument to address the challenges of our
time.

We’re working with the G7 and likeminded countries to
prove democracies can deliver for their citizens but also
deliver for the rest of the world as well.

But as we meet today, the U.N. Charter — the U.N.
Charter’s very basis of a stable and just rule-based
order is under attack by those who wish to tear it down
or distort it for their own political advantage.

And the United Nations Charter was not only signed by
democracies of the world, it was negotiated among
citizens of dozens of nations with vastly different
histories and ideologies, united in their commitment to
work for peace.

As President Truman said in 1945, the U.N. Charter —
and | quote — is “proof that nations, like men, can state
their differences, can face them, and then can find
common ground on which to stand.” End of quote.

That common ground was so straightforward, so basic
that, today, 193 of you — 193 member states — have
willingly embraced its principles. And standing up for
those principles for the U.N. Charter is the job of every
responsible member state.

| reject the use of violence and war to conquer nations
or expand borders through bloodshed.

To stand against global politics of fear and coercion; to
defend the sovereign rights of smaller nations as equal
to those of larger ones; to embrace basic principles like
freedom of navigation, respect for international law,
and arms control — no matter what else we may
disagree on, that is the common ground upon which we
must stand.

If you’re still committed to a strong foundation for the
good of every nation around the world, then the United
States wants to work with you.

| also believe the time has come for this institution to
become more inclusive so that it can better respond to
the needs of today’s world.

Members of the U.N. Security Council, including the
United States, should consistently uphold and defend
the U.N. Charter and refrain — refrain from the use of
the veto, except in rare, extraordinary situations, to
ensure that the Council remains credible and effective.
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That is also why the United States supports
increasing the number of both permanent and non-
permanent representatives of the Council. This
includes permanent seats for those nations we’ve
long supported and permanent seats for countries in
Africa [and] Latin America and the Caribbean.

The United States is committed to this vital

work. In every region, we pursued new,
constructive ways to work with partners to advance
shared interests, from elevating the Quad in the
Indo-Pacific; to signing the Los Angeles Declaration
of Migration and Protection at the Summit of the
Americas; to joining a historic meeting of nine Arab
leaders to work toward a more peaceful, integrated
Middle East; to hosting the U.S.-Africa Leaders’
Summit in — this December.

As | said last year, the United States is opening an
era of relentless diplomacy to address the
challenges that matter most to people’s lives — all
people’s lives: tackling the climate crisis, as the
previous spoker [sic] — speaker spoke to;
strengthening global health security; feeding the
world — feeding the world.

We made that priority. And one year later, we're
keeping that promise.

From the day | came to office, we’ve led with a
bold climate agenda. We rejoined the Paris
Agreement, convened major climate summits,
helped deliver critical agreements on COP26. And
we helped get two thirds of the world GDP on track
to limit warming to 1.5 degrees Celsius.

And now I’ve signed a historic piece of legislation
here in the United States that includes the biggest,
most important climate commitment we have ever
made in the history of our country: $369 billion
toward climate change. That includes tens of
billions in new investments in offshore wind and
solar, doubling down on zero emission vehicles,
increasing energy efficiency, supporting clean
manufacturing.

Our Department of Energy estimates that this new
law will reduce U.S. emissions by one gigaton a year
by 2030 while unleashing a new era of clean-energy-
powered economic growth.

Our investments will also help reduce the cost of
developing clean energy technologies worldwide,
not just the United States. This is a global
gamechanger — and none too soon. We don’t have
much time.

We all know we’re already living in a climate
crisis.
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No one seems to doubt it after this past year. We meet
— we meet — much of Pas- — as we meet, much of
Pakistan is still underwater; it needs help. Meanwhile,
the Horn of Africa faces unprecedented drought.

Families are facing impossible choices, choosing which
child to feed and wondering whether they’ll survive.

This is the human cost of climate change. And it’s
growing, not lessening.

So, as | announced last year, to meet our global
responsibility, my administration is working with our
Congress to deliver more than $11 billion a year to
international climate finance to help lower-income
countries implement their climate goals and ensure a
just energy transition.

The key part of that will be our RERFAR [PREPARE] plan,
which will help half a billion people, and especially
vulnerable countries, adapt to the impacts of climate
change and build resilience.

This need is enormous. So let this be the moment we
find within ourselves the will to turn back the tide of
climate demastation [sic] — devastation and unlock a
resilient, sustainable, clean energy economy to preserve
our planet.

On global health, we’ve delivered more than 620 million
doses of COVID-19 vaccine to 116 countries around the
world, with more available to help meet countries’ needs
— all free of charge, no strings attached.

And we’re working closely with the G20 and other
countries. And the United States helped lead the change
to establish a groundbreaking new Fund for Pandemic
Prevention, Preparedness, and Response at the World
Bank.

At the same time, we’ve continued to advance the ball
on enduring global health challenges.

Later today, I’ll host the Seventh Replenishment
Conference for the Global Fund to Fight AIDS,
Tuberculosis, and Malaria. With bipartisan support in our
Congress, | have pledged to contribute up to $6 billion to
that effort.

So I look forward to welcoming a historic round of
pledges at the conference resulting in one of the largest

global health fundraisers ever held in all of history.

We’re also taking on the food crisis head on. With as
many as 193 million people around the world
experiencing acute — acute food insecurity — a jump of
40 million in a year
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today I’m announcing another $2.9 billion in U.S.
support for lifesaving humanitarian and food security
assistance for this year alone.

Russia, in the meantime, is pumping out lies, trying
to pin the blame for the crisis — the food crisis —
onto sanctions imposed by many in the world for the
aggression against Ukraine.

So let me be perfectly clear about something: Our
sanctions explicitly allow — explicitly allow Russia
the ability to export food and fertilizer. No
limitation. It’s Russia’s war that is worsening food
insecurity, and only Russia can end it.

I’m grateful for the work here at the U.N. —
including your leadership, Mr. Secretary-General —
establishing a mechanism to export grain from Black
Sea ports in Ukraine that Russia had blocked for
months, and we need to make sure it’s extended.

We believe strongly in the need to feed the

world. That’s why the United States is the world’s
largest supporter of the World Food Programme,
with more than 40 percent of its budget.

We’re leading support — we’re leading support of
the UNICEF efforts to feed children around the
world.

And to take on the larger challenge of food
insecurity, the United States introduced a Call to
Action: a roadmap eliminating global food insecurity
— to eliminating global food insecurity that more
than 100 nation member states have already
supported.

In June, the G7 announced more than $4.5 billion to
strengthen food security around the world.

Through USAID’s Feed the Future initiative, the
United States is scaling up innovative ways to get
drought- and heat-resistant seeds into the hands of
farmers who need them, while distributing fertilizer
and improving fertilizer efficiency so that farmers
can grow more while using less.

And we’re calling on all countries to refrain from
banning food exports or hoarding grain while so
many people are suffering. Because in every country
in the world, no matter what else divides us, if
parents cannot feed their children, nothing —
nothing else matters if parents cannot feed their
children.

As we look to the future, we’re working with our
partners to update and create rules of the road for
new challenges we face in the 21st century.
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We launched the Trade and Technology Council with the
European Union to ensure that key technologies — key
technologies are developed and governed in the way
that benefits everyone.

With our partner countries and through the U.N., we're
supporting and strengthening the norms of responsibility
— responsible state behavior in cyberspace and working
to hold accountable those who use cyberattacks to
threaten international peace and security.

With partners in the Americas, Africa, Europe, and the
Middle East, and the Indo-Pacific, we’re working to
build a new economic ecosystem while — where every
nation — every nation gets a fair shot and economic
growth is resilient, sustainable, and shared.

That’s why the United States has championed a global
minimum tax. And we will work to see it implemented
SO major corporations pay their fair share everywhere —
everywhere.

It’s also been the idea behind the Indo-Pacific Economic
Framework, which the United States launched this year
with 13 other Indo-Pacific economies. We’re working
with our partners in ASEAN and the Pacific Islands to
support a vision for a critical Indo-Pacific region that is
free and open, connected and prosperous, secure and
resilient.

Together with partners around the world, we’re
working to ser- — secure resilient supply chains that
protect everyone from coercion or domination and
ensure that no country can use energy as a weapon.

And as Russia’s war rolls [sic] — riles the global
economy, we’re also calling on major global creditors,
including the non-Paris Club countries, to transparently
negotiate debt forgiveness for lower-income countries
to forestall broader economic and political crises
around the world.

Instead of infrastructure projects that generate huge
and large debt without delivering on the promised
advantages, let’s meet the enormous infrastructure
needs around the world with transparent investments —
high-standard projects that protect the rights of
workers and the environment — keyed to the needs of
the communities they serve, not to the contributor.

That’s why the United States, together with fellow G7
partners, launched a Partnership for Global
Infrastructure and Investment. We intend to
collectively mobilize $600 billion

in investment through this partnership by 2027.

Dozens of projects are already underway: industrial-
scale vaccine manufacturing in Senegal, transformative
solar projects in Angola, first-of-its-kind small modular
nuclear power plant in Romania.




These are investments that are going to deliver
returns not just for those countries, but for
everyone. The United States will work with every
nation, including our competitors, to solve global
problems like climate change. Climate diplomacy is
not a favor to the United States or any other nation,
and walking away hurts the entire world.

Let me be direct about the competition between the
United States and China. As we manage shifting
geopolitical trends, the United States will conduct
itself as a reasonable leader. We do not seek

conflict. We do not seek a Cold War. We do not ask
any nation to choose between the United States or any
other partner.

But the United States will be unabashed in promoting
our vision of a free, open, secure, and prosperous
world and what we have to offer communities of
nations: investments that are designed not to foster
dependency, but to alleviate burdens and help nations
become self-sufficient; partnerships not to create
political obligation, but because we know our own
success — each of our success is increased when other
nations succeed as well.

When individuals have the chance to live in dignity
and develop their talents, everyone benefits. Critical
to that is living up to the highest goals of this
institution: increasing peace and security for
everyone, everywhere.

The United States will not waver in our unrelenting
determination to counter and thwart the continuing
terrorist threats to our world. And we will lead with
our diplomacy to strive for peaceful resolution of
conflicts.

We seek to uphold peace and stability across the
Taiwan Straits.

We remain committed to our One China policy, which
has helped prevent conflict for four decades. And we
continue to oppose unilateral changes in the status

quo by either side. We support an African Union-led
peace process to end the fight in Ethiopia and restore
security for all its people.

In Venezuela, where years of the political oppression
have driven more than 6 million people from that
country, we urge a Venezuelan-led dialogue and a
return to free and fair elections.

We continue to stand with our neighbor in Haiti as it
faces political-fueled gang violence and an enormous
human crisis.

And we call on the world to do the same. We have
more to do.

(*Continued On The Following Column)

We’ll continue to back the U.N.-mediated truce in
Yemen, which has delivered precious months of peace
to people that have suffered years of war.

And we will continue to advocate for lasting
negotiating peace between the Jewish and democratic
state of Israel and the Palestinian people. The United
States is committed to Israel’s security, full stop. And
a negotiated two-state solution remains, in our view,
the best way to ensure Israel’s security and prosperity
for the future and give the Palestinians the state
which — to which they are entitled — both sides to
fully respect the equal rights of their citizens; both
people enjoying equal measure of freedom and
dignity.

Let me also urge every nation to recommit to
strengthening the nuclear non-proliferation regime
through diplomacy. No matter what else is happening
in the world, the United States is ready to pursue
critical arms control measures. A nuclear war cannot
be won and must never be fought.

The five permanent members of the Security Council
just reaffirmed that commitment in January. But
today, we’re seeing disturbing trends. Russia shunned
the Non-Proliferati- — -Proliferation ideals embraced
by every other nation at the 10th NPT Review
Conference.

And again, today, as | said, they’re making
irresponsible nuclear threats to use nuclear

weapons. China is conducting an unprecedented,
concerning nuclear buildup without any transparency.

Despite our efforts to begin serious and sustained
diplomacy, the Democratic People’s Republic of Korea
continues to blatantly violate U.N. sanctions.

And while the United States is prepared for a mutual
return to the Joint Comprehensive Plan of Action if
Iran steps up to its obligations, the United States is
clear: We will not allow Iran to acquire a nuclear
weapon.

| continue to believe that diplomacy is the best way to
achieve this outcome. The nonproliferation regime is
one of the greatest successes of this institution. We
cannot let the world now slide backwards, nor can we
turn a blind eye to the erosion of human rights.

Perhaps singular among this body’s achievements
stands the Universal Declaration of Human Rights,
which is the standard by which our forebears
challenged us to measure ourselves.

They made clear in 1948: Human rights are the basis
for all that we seek to achieve. And yet today, in
2022, fundamental freedoms are at risk in every part
of our world, from the violations of

(*Continued On The Following Page)




in Xinjiang detailed in recent reports by the Office of
U.N. — U.S. — reports detailing by the U:S- [U.N.] High
Commissioner, to the horrible abuses against pro-
democracy activists and ethnic minorities by the
military regime in Burma, to the increased repression
of women and girls by the Taliban in Afghanistan.

But here’s what | know: The future will be won by
those countries that unleash the full potential of their
populations, where women and girls can exercise equal
rights, including basic reproductive rights, and
contribute fully to building a stronger economies and
more resilient societies; where religious and ethnic
minorities can live their lives without harassment and
contribute to the fabric of their communities; where
the LGBTQ+ community individuals live and love freely
without being targeted with violence; where citizens
can question and criticize their leaders without fear of
reprisal.

The United States will always promote human rights
and the values enshrined in the U.N. Charter in our
own country and around the world.

Let me end with this: This institution, guided by the
U.N. Charter and the Universal Declaration of Human
Rights, is at its core an act of dauntless hope.

Let me say that again: It’s an act of dauntless hope.

My fellow leaders, the challenges we face today are
great indeed, but our capacity is greater. Our
commitment must be greater still.

So let’s stand together to again declare the
unmistakable resolve that nations of the world are
united still, that we stand for the values of the U.N.
Charter, that we still believe by working together we
can bend the arc of history toward a freer and more
just world for all our children, although none of us

have fully achieved it.

We’re not passive witnesses to history; we are the
authors of history.

We can do this — we have to do it — for ourselves and
for our future, for humankind.

Evolutions in Business
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